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Introduction

Aeroscope Management System (AMS) is the core of the entire drone security system. It uses the
advanced information management technology to achieve central monitoring, command investigation
and statistical historical flight data, providing management with complete drone monitor functions to
make public airspace more secure.

Account and Basic Settings

Account

Account and password are required to log in the AMS. Please contact DJI sales or the agent to obtain
the account and password.

& * The account can only be logged in on one terminal device.
* The system remains in the 24-hour login state after successfully logged in, and will be
disconnected automatically within 24 hours. Please log in to the system again.

Login
1. Open the Chrome browser and visit the URL https://aeroscope.dijiservice.org.
2. Enter the username and password provided by the DJI sales or the agent to complete the login.

Login

Username

—

Chrome browser is recommended Vers|
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Basic Settings

Used to set some basic information of your account.

Profile

Managed Aeroscope it NSNS SN

o o LT

19477671

. You can switch languages in the drop-down menu, both Chinese and English are supported
currently.

. Profile: The system icon and the system title displayed in the upper left corner of the website can be
customized.

. Set the system login default location and country or region to facilitate the home page to display the
map around the default location.

4. Change password: You can modify the password.

Homepage

The homepage is mainly used to display information in real time, including: number of drones, number
of working Aeroscope units, and the real-time positions of the aircraft, etc.

©
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1. Number of Drones
If an aircraft is detected, click on the aircraft section to view a summary of the aircraft in real time. At
the same time, a green aircraft icon will be displayed on the map as the real-time flight position of the
aircraft detected.

2. Number of active Aeroscope units
Click to view the information about the Aeroscope unit that is active under the current account. If
the number of Aeroscope is not zero, a blue monitor icon will be displayed on the map, which is the
actual location of the monitor.

3. Legend
Set the map legend and the layer display mode.
4. Settings
5. Select map source and use distance measurement tool.
6. Detected drones
Tap on the aircraft icon to view the details of the aircraft.

~

. Message alert box
A text alert will be displayed if Aeroscope detects aircraft activity.

8. Drone information
Detailed aircraft information.

Flight History

Users can query or export historical detection records.
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1. Search

Users can search for the corresponding detection record by keywords such as flight number and
device ID.

2. Export

Users can customize the report for selecting and exporting historical monitoring flight records.
3. Track playback

Click the “Track Playback” button to view the corresponding historical flight path record.
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Device Settings

Configure parameters, manage certificate and monitor the status of the Aeroscope unit.

Data

Certicates.

2019-05-09 110036

Device List

View a list of all the units bound to the account. The online monitor displays a blue box, while the offline
one displays a gray box. You can perform operations such as "Upgrade”, "Restart", "Configuration”, and
"Details" on the unit that is online.

1. Upgrade: Click the "Upgrade" button to enter the upgrade page as below, you can upgrade or

downgrade the firmware.




2. Restart: Click the "Restart" button, the Aeroscope unit will restart immediately (restart will take a few
minutes).
3. Configuration: Click the “Aeroscope Settings” button to enter the Aeroscope parameter configuration
page, including Network, Modem, Spectrum Analysis, Debugger, Upgrade, BIST, Firmware Version.
(1) Network configuration: You can view or modify the network parameter settings of the Aeroscope
unit.

ory Aeroscope Setings Sttisical Report Advanced Monitoring Wothcadon Demo -

Network Modem Spectrum Analysis Update Firmware Version [

12143168186
Certificates
2010
1- Wireless Network
o
gnet
and

and

Save Changes

(2) Modem configuration: set antenna mode and receiver type. Note: it is not recommended to
change the device related settings.

Home Flight History  Aeroscope Settings _Statistial Report Achanced Monitoring Noda#os Demo
List Network Modem Spectrum Analysis Debugger Update Firmware Version [

Data Restore Defauts

Antenna Mode ® 2 Antenna  © 4 Antenna
Certificates
ReceiverType ©18 @WiFi @SR
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00000(0000000000

Parameter 3
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Parameter 1 01100 w0000




(3) Spectrum Analysis: You can set the corresponding Data Update Rate and Sweep Time. Click
“Start” to view the status of signals at 2.4GHz/5.8GHz.

Home Fight History Aeroscope Setigs  Statistical Report  Advanced Moritoring

List Network Modem Spectrum Analysis Debugger Firmware Version Certiicates
[re—
Data Restore Defauts —

; Data Update Rate(ms)[100-10000]
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Sweep Time(@[10,120]
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(4) Debugger: It is recommended that only qualified personnel, such as developers modify the
settings here to debug.

Home  Fight History _Asroscope Setings  Statistical Report  Advanced Maonitoring Wedhaen Demo

Network Modem Spectrum Analysis Firmware Version Certificates
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Save Changes
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(5) Upgrade: Select Update or a specific firmware version in the firmware list to update the firmware.
Downgrading is also supported.

Home Flight History Aeroscope Settings Statstical Report  Advanced Monitoring Noifaten  Demo ~

List Network Modem Spectrum Aralysis Debugger Update Firmware Version Certificates
Data —
‘Aeroscope Version: 03¢
ificates
Certificates 8 Update Time

03000014 s 2018.06-28213508

(6) BIST: Users can set the BIST parameters and perform self-tests for the Aeroscope unit.

Home Flight History Aeroscope Settings St eport Advanced Moritoring Nodfiten  Demo

List Network Modem Spectrum Analysis Update Firmware Version Certificates

Data e —
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Power Test Range(dB{0.50]

No History Data
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(7) Firmware version: You can view the firmware package version of the Aeroscope unit and the
firmware version of each built-in module.

Home Fliht History  Aeroscope Settings  Sttitcal Report  Advanced Moritoring

List Network Modem

Data

Certificates

Spectrum Analysis

Debugger Update Firmware Version Certificates

—

Aeroscope Version: 03.00.0014

333300

4. Details: Click on the “Details” button to see the detailed operating status of each module within the

Aeroscope unit.

LB Module Status

Common —————————

Enable Scan mode?
Enable BIST mode?

Soc Remaining Power
Total Input Current
Antenna Current

Total Input Voltage

GPS Bus Voltages

PCB Board Temperature
HUB Supply Voltage

SDR TX Module Voltage
5V Power Monitor Voltage
Number of Available GPS Satellite

Wi-Fi Module Status —————— SDR Module Status

1B Voltage
Wi-Fi Voltage
SDR Voltage
ANT 3V3 Voltage
LB Current

Wi-Fi Cumrent
SDR Current
ANT 3V3 Cumrent

Secondary RF Board ———————
LB Voltage

Wi-Fi Voltage

SDR Voltage

ANT 3V3 Voltage

LB Current

SDR Cument
AANT 3V3 Current




Aeroscope Management System (AMS) User Guide

Data Management

In the Data Management section, you can view the Aeroscope log, Aeroscope Data, and Connection
Logs.

Home Flight History Aeroscope Settings  Statistcal Report  Advanced Monitoring
List Aeroscope Log Aeroscope Data Connection Logs

Data
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HomeFliht History  Aeroscope Settings  Sttistcal Report  Advanced Moritoring
List Aeroscope Log Aeroscope Data Connection Logs
Data
Aeroscope D: Status: —select v Comection Satus: - Select -
Certificates Aeroscope Port: Servr -

logTime:  2019.05.210000 2150520000 " search |

Log Time Aeroscope ID

Certificate Management

In the "Certificate Management" section, you can manage the device certificate by enrolled in a "trust
list" or a "pending list".

Aeroscope ID:

Trusted List  Pending List

elid Time

e 2019-03-22 16025: -
2019-03-25 1557:11 oty User upload
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Statistical Report

The Statistical Report page shows an overview and an analysis of the detection data, which can be
helpful to users.

1. In the Statistical Report page, users can set the time range, and then the system will generate charts
based on the selection.
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2. Click the button in the upper right corner to switch to the heat map, which displays the detection
frequency and location distribution in the surrounding areas.

Note that the different color areas indicate the frequency of the aircraft activity. The smaller the radius
of the heat map, the more details you can see.

Home Fight History Settings SatistialReport Advanced
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Advanced Monitoring

Advanced Monitoring makes it easy for users to set up specific monitor rules with powerful
customization features.

Advanced Monitor displays a list of all created monitoring rules that the user can edit, delete, start,
or pause. Click the "Add Advanced Monitoring Task" button in the upper right corner to add a new
monitoring rule.

1. Enter the name of the monitoring rule.

Basic Settings

Monitoring Name

2. Set the "Monitoring Task Priority", with level 9 being the highest level.

Monitoring Task Priority

1Level ————

3. Set the "Default Status after Publishing”. If "Pause" is selected, manual activation is required after the
rule is created. If "Start" is selected, the rule will take effect immediately after it is created.

Default status after publishing © Pause @ Start
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4. Customize the "Monitoring Time" with a specific time range and date range.

Time and Scope

Select Monitoring Time @ Always @ SpedificTime Range © Spedific Time Period

DateRange  2019-05-21 2019-05-28

Time Range  Select StartTime v Select End Time

5. Set the "Monitoring Area". If "All" is selected, the system will monitor all areas that it can cover; if
"Draw and Select an Area" is selected, the user can set the area to be monitored with a circle or
polygon on the map.

Monitoring Area @ Al © Draw and Select an Area
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6. Set the "Monitor Task Object”. If "All" is selected, the system will monitor all aircraft within the scope.
If "Specific Task Subject" is selected, one or several aircraft will be monitored specifically.

Note: Selecting " Specific Task Subject" requires entering the device ID (i.e., the flight control serial
number) of the specified aircraft to be monitored in advance.

Target and Behaviour

Monitor Task Subject ® Al O Specific Task Subject

Drone ID

7. Set "Monitor Subject Behavior". If "Monitoring Subject Appears in the Target Range" is selected, a
system warning will be triggered as soon as the monitored object appears in the planned monitor
range. If "Flight Altitude Exceeding Given Altitude" is selected, then the System warning will be
triggered when the monitored object is flying above the specified altitude within the planned
monitoring range.

Monitor Subject Behavior ® Monitoring subject appears in target area

O Flight Altitude Exceeding Given Altitude

10
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8. Set the "Alert Mode" to select one or more warning alert methods at the same time.

Select Alert Methods

Select Alert Methods System Warning Beep (Duration) 30

Instant Push Notification
The Drone Symbol Blinks
Email Notification
S Template: ~ © template1 @

Push List: 123@testcom

9. Finally, click "Save" to complete the creation of all rules.
otk s s i

Select Monitoring Time © AMays @ SpedficTimeRange @ Speciic Time Perod

Monitoring Ares © Al @ Dowond Sdecton Area

® Al O Specific Task Subject

orone ©

© Monitoring subject appearsintargt area
© Fight Attude Excaeding Given Attude

 System Warming Beep (Duration) 30

Irstant Push Notficaion
5 The Drone Symbol Binks.
 Email Notfcation
© tempiste1 ©
123@testcom




This content is subject to change.
Download the latest version from
https://www.dji.com/aeroscope

If you have any questions about this document, please contact DJI by sending a message to
DocSupport@diji.com.

Copyright © 2019 DJI All Rights Reserved.
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